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1. Introduction 
 

1.1 OverView 

ZT-800 is a Zero Trust Security Gateway designed to provide secure remote access 

through advanced identity verification and VPN technologies. 

 

The system supports: 

• Passkey Authentication (FIDO2) 

• TOTP Two-Factor Authentication 

• VPN Self-Service Portal 

• WireGuard VPN 

• OpenVPN VPN 

• Zero Trust Access Control 
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1.2 Product Benefits 

Zero Trust VPN Portal 

ZT-800 provides identity-verified access through strong authentication mechanisms. 

Features include: 

• FIDO2 Passkey Authentication 

• Multi-Factor Authentication (MFA) 

• Dynamic Access Control 

• Secure VPN Profile Provisioning 

 

Secure Remote Access 

ZT-800 protects enterprise resources by verifying every login request before access 

is granted. 

Benefits: 

• Secure remote connectivity 

• VPN self-service portal 

• Protection of internal resources 

• Strong identity verification 

 

 

 

 

 

1.3 Architecture Comparison 

Item ZT-800 Traditional Router 

Security Model Zero Trust Perimeter Security 

Authentication MFA / Passkey Password Only 

Internal Access Default Deny Trust Internal Users 

Lateral Movement Blocked Trust Internal Users 
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2. System Preparation 
 

2.1 Download System Certificate 

Log in to the ZT-800 Web UI and go to: 

Security > Certificates 

Click Download under System CA Certificate to download the certificate. 

 

 

Figure 2-1 Download System Certificate 

  



Configuration Guide 

 

 - 7 -       PLANET Technology Corp.2026© 
 

2.2 Install System Certificate 

After downloading the certificate: 

1. Launch Certificate Import Wizard. 

2. Select: 

Place all certificates in the following store 

3. Choose: 

Trusted Root Certification Authorities 

4. Complete the import process. 

 

Figure 2-2 Certificate Import Wizard 
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2.3 Access ZT-800 via Domain Name 

After the certificate installation is completed, please reopen the browser and access 

the ZT-800 using the following HTTPS domain format: 

https://zt-800/ 

Do not use the IP address format such as: 

https://192.168.x.x 

Passkey registration and authentication require the browser domain information 

(Relying Party ID) to match the Passkey domain configuration. Therefore, Passkey 

setup and login must be performed using: 

https://zt-800/ 

 

Figure 2-3 Access via Domain Name 
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3. Administrator Passkey Setup 
 

3.1 Windows Hello Passkey Setup 

Step 1 Enable Windows Hello 

Open: 

Settings → Accounts → Sign-in Options 

Configure at least one authentication method: 

• PIN 

• Fingerprint 

• Facial Recognition 

 

 

Figure 3-1 Windows Hello Configuration 
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Step 2 Open Administrator Page 

Login to ZT-800. 

Navigate to: 

Maintenance → Administrator 

 

 

Figure 3-2 Administrator Page 
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Step 3 Add New Passkey 

Under Passkeys section click: 

Add New Passkey 

Select: 

Windows Hello or External Security Key 

 

 

Figure 3-3 Add New Passkey 
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Step 4 Create Passkey 

Windows Security will display: 

Save Your Passkey 

Enter Windows PIN. 

The passkey will be stored locally on the Windows device. 

 

 

Figure 3-4 Save Passkey 
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Step 5 Login with Passkey 

Return to Login Page. 

Click: 

Passkey Login 

Select the stored Passkey. 

Authenticate using: 

• PIN 

• Fingerprint 

• Face Recognition 

 

 

Figure 3-5 Passkey Login 
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3.2 Mobile Device Passkey Setup 

Step 1 Add New Passkey 

Navigate to: 

Maintenance → Administrator 

Click: 

Add New Passkey 

 

 

Figure 3-7 Add Mobile Passkey 
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Step 2 Select Device 

Choose: 

Use a Phone, Tablet or Security Key 

 

 

 

Figure 3-8 Select Device 
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Step 3 Scan QR Code 

Windows Security displays a QR Code. 

Use: 

• Android 

• iPhone 

• iPad 

to scan the code. 

 

 

Figure 3-9 Scan QR Code 
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Step 4 Complete Registration 

Follow the instructions on the mobile device. 

Passkey registration will be completed automatically. 

 

 

 

Figure 3-10 Registration Complete 
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Step 5 Login with Mobile Passkey 

Click: 

Passkey Login 

Select: 

iPhone, iPad, or Android device 

 

 

Figure 3-11 Mobile Passkey Login 
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Scan the displayed QR code using the registered device. 

 

 

Figure 3-12 Scan the displayed QR code 
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3.3 Security Key Passkey Setup 

Step 1 Configure Security Key PIN 

Navigate to: 

Settings → Accounts → Sign-in Options → Security Key 

Click: 

Manage 

 

 

Figure 3-12 Security Key Settings 
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Step 2 Configure PIN 

Select: 

Change PIN 

 

 
Figure 3-13 Configure PIN 
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Enter: 

• Current PIN 

• New PIN 

• Confirm PIN 

Click: OK 

 

 

Figure 3-14 Change security key PIN 
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Step 3 Register Security Key 

Navigate to: 

Maintenance → Administrator 

Click: 

Add New Passkey 

 

 

Figure 3-15 Register Security Key 
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Select: 

Use a Phone, Tablet or Security Key → Security Key 

 

 

Figure 3-16 Select Device 
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Step 4 Enter Security Key PIN 

Enter configured PIN. 

Click: 

OK 

 

Figure 3-17 Enter PIN 
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Step 5 Touch Security Key 

Touch the CoreTrust Key when prompted. 

Passkey registration will be completed. 

 

 

Figure 3-18 Touch Security Key 
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Step 6 Login Using Security Key 

Click: 

Passkey Login 

Select: 

Security Key 

 

 

Figure 3-19 Security Key Login 
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Enter PIN. 

Touch Security Key. 

Login successful. 

 

 

Figure 3-20 Enter security key PIN 
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4. Administrator TOTP Setup 
 

4.1 Install Authenticator Application 

Supported Applications: 

• Google Authenticator 

• Microsoft Authenticator 

• Authy 

Install and launch the application. 

 

 

Figure 4-1 Authenticator Applications 
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4.2 Open TOTP Configuration 

Navigate to: 

Maintenance → Administrator 

Click: 

Setup TOTP 

 

 

Figure 4-2 Setup TOTP 
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4.3 Generate QR Code 

The TOTP Two-Factor Authentication Setup page will appear. 

Click: 

Generate QR Code 

The ZT-800 will generate: 

• A QR Code  

• A Secret Key  

for TOTP registration. 

 

 

Figure 4-3 Generate QR Code 
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4.4 Scan QR Code 

Use the Authenticator application to scan the QR Code. 

The application will generate a 6-digit verification code. 

 

 

Figure 4-4 Scan QR Code 
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4.5 Verify TOTP 

Enter the 6-digit code. 

Click: 

Verify & Enable TOTP 

 

 

Figure 4-5 Verify TOTP 
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4.6 Enable Two-Factor Authentication 

Select: 

Password and TOTP (2FA) 

Click: 

Apply Settings 

 

 

Figure 4-6 Enable 2FA 
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4.7 Login with TOTP 

Login process: 

1. Enter Username 

2. Enter Password 

3. Enter TOTP Code 

4. Verify 

5. Login Success 

 

 

Figure 4-7 TOTP Login Workflow 

  



Configuration Guide 

 

 - 36 -       PLANET Technology Corp.2026© 
 

5. VPN User Passkey Setup 
 

5.1 Configure DNS Resolution for ZT-800 

Before configuring VPN Passkey authentication, the client PC must be able to 

access the ZT-800 using a domain name. 

Run Notepad as Administrator. 

Open the hosts file: 

C:\Windows\System32\drivers\etc\hosts 

Add the following entry: 

210.61.134.91 zt-800 

Save the file. 

Open a browser and verify access using: 

https://zt-800/ 

Do not access the device using an IP address. 

 

 

Figure 5-1 Configure Hosts File 
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5.2 Create a VPN User Account 

Login to the ZT-800 Web Interface. 

Navigate to: 

System → RADIUS → User Account 

Click: 

Add or edit an existing user account. 

 

 

Figure 5-2 User Account Configuration 
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5.3 Configure User Information 

Configure the following information: 

Username: test0529 

Password: User Password 

Description: VPN Test 

Account Type: All 

Validation Period: Disable 

Click: 

Add New Passkey 

 

 

Figure 5-3 User Account Parameters 
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5.4 Register Security Key Passkey 

When Windows Security appears: 

Select: 

Security Key 

Enter the Security Key PIN. 

Click: 

OK 

 

 

Figure 5-4 Security Key Selection 

  



Configuration Guide 

 

 - 40 -       PLANET Technology Corp.2026© 
 

5.5 Touch Security Key 

Touch the CoreTrust Security Key when prompted. 

Wait for registration to complete. 

 

 

Figure 5-5 Touch Security Key 
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6. WireGuard VPN Configuration 
 

Log in to the ZT-800 Web UI.  

Navigate to:  

VPN > WireGuard VPN Server 

Enable the WireGuard VPN Server.  

Configure the WireGuard server parameters:  

WireGuard: Enable 

Listen Port: 51820 

Address (CIDR): 10.10.10.1/24 

MTU: 1420 

DNS: 8.8.8.8 

Interface: LAN 

 

 

Figure 6-1 WireGuard VPN Server 
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7. VPN Portal Login 
 

7.1 Access VPN Portal 

Open a browser and enter: 

https://zt-800:8443 

The VPN Self-Service Portal login page will appear. 

 

 

Figure 7-1 VPN Portal Login Page 
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7.2 Login Using Passkey 

Click: Passkey Login 

Windows Security will prompt for the Passkey authentication method. 

Select: Security Key 

Enter the Security Key PIN. 

Click: OK 

Touch the CoreTrust Security Key when prompted. 

 

 

Figure 7-2 Passkey Login 
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7.3 Select VPN Type 

After successful authentication, the VPN Self-Service Portal page appears. 

Select: 

WireGuard 

Click: 

Continue 

 

 

Figure 7-4 VPN Type Selection 
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8. WireGuard Client Connection 
 

8.1 Download VPN Profile 

Install and launch the WireGuard client software on your PC.  

In the WireGuard main window, click:  

Import tunnel(s) from file 

Select the WireGuard configuration file downloaded from the ZT-800 VPN Self-

Service Portal.  

 

 

Figure 8-1 Download VPN Profile 
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8.2 Import VPN Profile 

After the configuration file is imported successfully, a new tunnel profile (for example, 

wireguard_client) will appear in the tunnel list.  

Verify that the imported profile contains the following information:  

Tunnel Address: 10.10.10.2/32 

DNS Server: 8.8.8.8 

Endpoint: zt-800:51820 

Select the imported WireGuard tunnel profile.  

Click Activate.  

 

 

Figure 8-2 Import Tunnel 
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8.3 Verify Tunnel Configuration 

Wait for the WireGuard client to establish the VPN connection.  

When the connection is successful, the tunnel status will change from:  

Inactive to:Active 

Verify the connection status information:  

Status: Active 

Latest Handshake: Available 

Transfer Statistics: Receiving and Sending Traffic 

Confirm that the Endpoint has been resolved correctly and the VPN tunnel is 

operational.  

Example: 

Endpoint: 210.61.134.91:51820 

The VPN connection is now established successfully, and the client can securely 

access resources behind the ZT-800 WireGuard VPN server. 

 

Figure 8-3 Tunnel Information 
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9. Customer Support  

Thank you for purchasing PLANET products. You can browse our online FAQ resource 

and User’s Manual on PLANET Web site first to check if it could solve your issue. If 

you need more support information, please contact PLANET support team.  

 

PLANET online FAQs: 

https://www.planet.com.tw/en/support/faq 

 

Support team mail address: 

support@planet.com.tw 

 

ZT-800 User’s Manual: 

https://www.planet.com.tw/en/support/download.php?&method=keyword&keyword=

ZT-800&view=3#list  

 

 

(Please select your switch model name from Product Model drop-down menu) 

 

Copyright © PLANET Technology Corp. 2026. 

Contents are subject to revision without prior notice. 

PLANET is a registered trademark of PLANET Technology Corp. All other 

trademarks belong to their respective owners. 
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EU Representative 

PLANET Technology Europe B.V. 

Address: Posthoornstraat 11, 3011 WD Rotterdam, NL 

Email: eu_rep@planet.com.tw 

URL: www.planet.com.tw  

mailto:eu_rep@planet.com.tw
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